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Attacking Online
Misinformation
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Let’s talk about the problem.



1. It comes In many forms,
with many motivations.



FIRSTDRAFT 7 TYPES OF MIS- AND DISINFORMATION

SATIRE OR PARODY MISLEADING CONTENT

No intention to cause Misleading use of

harm but has potential information to frame an

to fool issue or individual

<

IMPOSTER CONTENT FABRICATED CONTENT

When genuine sources New content is 100%
are impersonated false, designed to

deceive and do harm

”

FALSE CONNECTION

When headlines, visuals
or captions don't
support the content

X

FALSE CONTEXT

When genuine content
is shared with false
contextual information

oo

MANIPULATED CONTENT

When genuine
information or imagery is
manipulated to deceive




Jason Otts
19 hours 290 via mohile

war Murphy, TX

This is an amazing shot of New York today
with the Frankenstorm bearing down. Natura i

so powerful, yet so beautiful.

£ 39 people like this.

9 296,339 shares

CJ View all B comments

Lisa Harvell Wow!
11 hours ago -&d 3

Lisa ) Rositas Zemanski And-ew, It does
Scary

& hours ago “J 5

Jason Otts Clk.._ apoarertly this pic has

gone viral f-cm my wall with 9,983

shares. Inthe last 15 mirutes | have had like
200 people agd me as a friend becaus: of this
pic. So | cal e¢d the person who texted tte me
and she then cal ed har friend who sert it to
her and is in New Yorx. e told her thatitwas
fake. So now | have 200 friencs wha like 2
photo thal is feke on my wall. Funny, but
awloward

23 minutes ago - Editec - 16




ﬂ Mike Cernovich ® e

“I'm dreaming about your hotdog stand in
Hawail..."

This is code for something.

Sex trafficking?

wikileaks.org/podesta-emails ...

v WikilLeaks

2 Folliow

1,760 1,665 EBaMAs0D2e

n Jared Wyand &

Search all Podesta emails for these keywords.
We are uncovering a child sex ring.

#PodestabEmails28

2,970

2,260

ORRONSad=

Q

2 Follow




2. It's global.



Hyperpartisan Sites And Facebook
Pages Are Publishing False Stories And
Conspiracy Theories About

Angela Merkel

Top-performing Merkel stories in both English and German are dominated by a string
of highly critical, and often misleading, articles and headlines from websites that
consistently publish fake news and conspiracy theories.
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Top-performing Merkel stories in both English and German are dominated by a string
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consistently publish fake news and conspiracy theories.

Bunch Of Money

News.

posted on Feb. 8, 2017, at5:16 p.m

This Unemployed Guy Made Japanese
Fake News And Ended Up Losing A

“I'm really sorry, this whole thing got out of hand,” the Japanese man told BuzzFeed




Hyperpartisan Sites And Facebook
Pages Are Publishing False Stories And
Conspiracy Theories About

Angela Merkel

Top-performing Merkel stories in both English and German are dominated by a string
of highly critical, and often misleading, articles and headlines from websites that
consistently publish fake news and conspiracy theories.

This Unemployed Guy Made Japanese
Fake News And Ended Up Losing A
Bunch Of Money

“I'm really sorry, this whole thing got out of hand,” the Japanese man told BuzzFeed
News.

posted on Feb. 8, 2017, at5:16 p.m

Italy’s Most Popular Political Party Is
Leading Europe In Fake News And
Kremlin Propaganda

The Five Star Movement controls a network of official sites and supposedly
independent news outlets that spread misinformation across the internet.




Internet Trolls Are Using Facebook To Target
Myanmar’s Muslims

Some Burmese government cfficials and extremist groups are using fabricated news to advance their political goals and downplay
herassmenrt of Muslims.

» Megha Rajagopalan
,. BuzzFeed News Reporter

Reportng From
Yangon, Myanmar




3. It feeds off polarization and
human bias.



] a4 »
—8 ‘You realize that people believe a%

o~

lot of things online. So we use




Pew study: Partisan divide widest in 25 years

By NOLAN D. MCCASKILL | 06/22/16 12:00 PM EDT

Rising partisan antipathy

Republican attitudes about
the Democratic Party

Most find little common ground with 2OOF +oovvevesnsss
those they disagree with politically

% who say that talking about politics with people they
disagree with is generally ...

Interesting and

Unfavorable 58%

informative

Total 46

Republican 50 Very unfavorable

Democrat 46 1994 2016

Democratic attitudes about
% who say that when talking about politics with people the Republican Party

they disagree with, they usuallyfindthey have ____
politically than theythought 20096 -+ rrrrrriiisrniiiiiiiiissaanaas

More in common 86%
Total 61

Republican 65

Democrat 63

Note: Don't know/No answer notshown. A '
Source: Survey conducted March 2-28 and April 5-May 2, 2016. 17%  Very unfavorable
PEW RESEARCH CENTER 0
1994 2016

Sourca: Survey conductad April 12-19, 2016.
PEW RESEARCH CENTER




Credit: Jonathan Albright




4. It exploits networks and
algorithmic filtering.



Engagement bx Truthfulness

BY MEDIAN SHARES PER POST

B MOSTLY FALSE H MIX OF TRUE AND FALSE EMOSTLY TRUE
LINO FACTUAL CONTENT

Left
20,000 18,345

10,554 11,571 10,337

ADDICTING OCCUPY THE OTHER 9&%
INFO DEMOCRATS

Right
5,000 £,833
2,500 2,025

1,623
908 790
534
250 342 457
, W10 46 2 R
EAGLE RISING FREEDOM RIGHT WING

DAILY NEWS




2+ Follow
stevebryant

@, Steve Bryant

Whoever has the most people, and activates
them the most effectively, determines what truth
IS

Tizzy Canucci @TizzyCanucci
@jdlasica and already the fake newsers are calling Snopes fake news.

9:17 PM - 26 Dec 2016




5. It's a profitable international
business.



American President Donald J. Trump
1B6hrs-d

Clint Eastwood says: "All American liberals are the idiots and enemies of
America” Do you support Clint?

Clint Eastwood says: “All American liberals are the idiots
and enemies of America” Do you support Clint? - True
Trumpers

TRUETRUMPERS.COM

s Like # Comment # Share </> Embed g
DO0= 2« Top Comments ~
607 shares 222 Comments
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True Trumpers

News Ecoromks  Polls  Sports x

Loud-Mouth Literal Ashizy Judd Wats To Live In Midcle East Where \Wo—en Have ‘Mcre Rights,” Sets Urexpacbed Somorise’ (VIDEO) ||

Forme / News S/ Clint Ezstwood s2ve: “All Amerlcan liderals 2re the Idiots and 2nemies of America” Do you TEXT
support Clin?

CLINT EASTWOOD SAYS: “ALL AMERICAN LIBERALS ARE THE IDIOTS AND
ENEMIES OF AMERIGA™ DO YU SUPPORT CLINT?

O 1/hoursaga I Nows, Polls, Untatagareed, USA

YES NO

Type in Your Name (or
Anyone's), This Site is
Addicting

"

1f You Own AHome You Are  Homezowners Register to Stcp Googling Names! Ty
Lntit a¢ 1o 34,240 Receve 54 240 Uefore It I his Urcensored Search
Ends Tnstean

If You're a Homeowner, Get a
Free $4,250 from Congress

How B-ands (a1 _everage Megyn Kellv AccLses Lx OF Sasha Cbamsz's Net'Nothis
Infuencer Marketing Cheating Or Her Whie On Going to Make Heads Spin
Ajr
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True Trumpers

News Econaomiks @ Polls Sports

Loud-Mouth Litesal Ashizy Judd Wats To Live In Midcle East VWhere \Voen Have “Mcre Rights,” Sets Urexpacbed Surprise’ (VIDEO) ||

Forme / News S/ Clint Ezstwood s2ve: “All Amerlcan liderals 2re the Idiots and 2nemies of America” Do you TEXT
support Clin?

CLINT EASTWOOD SAYS: “ALL AMERICAN LIBERALS ARE THE IDIOTS AND
ENEMIES OF AMERIGA™ DO YU SUPPORT CLINT?

O 1/hoursaga I Nows, Polls, Untatagareed, USA

YES NO

Type in Your Name (or
Anyone's), This Site is
Addicting

"

1f You Own AHome You Are  Homezowners Register to Stcp Googling Names! Ty
Lntit a¢ 1o 34,240 Receve 54 240 Uefore It I his Urcensored Search
Ends Tnstean

If You're a Homeowner, Get a
Free $4,250 from Congress

How B-ands (a1 _everage Megyn Kellv AccLses Lx OF Sasha Cbamsz's Net'Nothis

Infuencer Marketing Cheating Or Her Whie On Going to Make Heads Spin
Ajr

[
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Galdman Sachs & Wor ¢
3ank Confirry Us Dollar Wil World

Homeowners -'-‘.aagi'-;’a' t
Reczive $4,240 Before IL
Ends 3e Worthless in 100 Days

Top 1€ Richast Kids in the

-~
A

Revcontent on the Key to 15 Former Celeb 1t es That Megyr Kelly Accuses Ex Of
areat Mooile UX - Cortinual  Ncw Have Norma |obs Cneating On |ler While On
Uptim zaticn Ar

Teen Gees Wssing In A-uba: S2she Obama's Net WorthIs  Top z4 Amazing Products
Yezrs Later Pollze Uncover
the Truth

Disgusting vou Can Only Buy In Japan

25 OF The NMost Fxoens ve You'l Mever Guess Whick
celebrily Plastic Surgeries Celzbs Broke the Bznk for
Plastc Surgery

AMERICAN PRESIDENT
DONALD J. TRUMP

)"l

Trump: Feceral Program
Fays off Your Morgage

MNEYWWVIIVEIIW

You'll Never Think About Solar
Panels Again After Seeing This
(Watch)

Sasha Obama's Net Worth Is
Disgusting

Teen Goes Missing in Aruba: 10
Years Later Palice Uncover the
Truth

Search ..

RECENT POSTS



In Spite Of The Crackdown, Fake
News Publishers Are Still Earning
Money From Major Ad Networks

“As long as the traffic is real and the ads are being served to real people,” ad networks will
accept fake news sites, according to one publisher.

Posted on April 4, 2017, at 9:05 a.m.

By Craig Silverman (BuzzFeed News Media Editor), Jeremy Singer-Vine (BuzzFeed News Reporter), Lam Thuy Vo
(BuzzFeed Open Lab Fellow)

Revcontent
Adsense
Content.ad
Popunder
Mgid
Feednetwork
Ad Provider
Taboola
Time2play-online.net
Earnify
Adblade
Infolinks
Conversant
Advertise.com
Teads

Propel
Pixfuture
Mantis
Criteo.com
Clickdealer
Bidgear

Aol
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6. Many people don't want
your debunkings.



.. | Craig Silverman &

M @CraigSilverman

That Facebook post showing Donald Trump and
Jesus in an intense embrace is likely *not™ from
the real Tiffany Trump:

Dear Lord, | pray in the Mighty name of Jesus, that you would give Donald

J Trump wisdom and that you would protect him and fill him with Your
Spirit and help him to withstand the fiery darts of the enemy

You Should Probably Stop Sharing That Donald Trump And Jesus Post
The Tiffany Trump page that posted it is almost certainly not real.

buzzfeed.com
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- #POTUSTrumpMIA
@JanJohnsonFL

2+ Follow

So? Wonder who'd be hugging you... Oh right...
#Satan

Craig Silverman & @CraigSilverman

That Facebook post showing Donald Trump and Jesus in an intense embrace is likely
*not” from the real Tiffany Trump: buzzfeed.com/janelytvynenko...

27



What’s a journalist to do?

¢ Understand the problem.

e Recognize that we too are affected by the same human behaviors and
biases.

e (Cover platforms as we cover institutions such as government.
e Raise the verification and algorithmic IQ in your newsroom.

e EXxperiment with new approaches!

28



Decentralized yet connected

Here's How Far-Right Trolls Are
Spreading Hoaxes About French
Presidential Candidate Emmanuel
Macron

"Meme Macron out of existence... We need to stop this creep Macron from cucking up
Europe." WARNING: This post contains graphic images.

{al;."

Ryan Broderick
BuzzFeed News Reporter BuzzFeed -
igsilverman %5
Reporting From
= —
Paris, France = All Unreads

—- All Threads

w STARRED
Qe t .»] | KE]
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Here’s The Misinformation Spreading
About The London Attack

Many are posting false or unconfirmed information, including a fake image of the
suspect.

posted on Mar. 22, 2017,at5:03 p.m.
by  Jane Lytvynenko Jules Darmanin
BuzzFeed News Reporter

Journaliste chez BuzzFeed News,
France

Attention aux fausses informations sur
I’attaque de Londres

Plusieurs fausses informations et informations non confirmées circulent aprés
I'attaque prés du Parlement britannique, qui a fait au moins 4 morts et 20 blessés.

- an

posté le 22 mars, 2017 a 3:16 p.m.

Jules Darmanin

Journaliste chez BuzzFeed News,
France
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Constantly monitoring and gathering data

crowd

Notifications

Explore

Lists

Create New +
e All Lists
Conservative
Liberal
Macedonian
Political Media
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Posts L

Overperformi
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Debunking Best Practices

Debunk the idea, not the person.
Tell a story.
Choose the right sources.

Be positive — reduce repetition.



REAL

Official AP Photograph "
http://nbcnews.to/PDFRxV

Snopes outed the fake:

http://bit.ly/RudqL8
Original photo:

http://bit.ly/Q4ASGq




THANK YOU!
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However, movements that deny a scientific consensus have always sought
to cast doubt on the fact that a consensus exists. One technique is the use of

fake experts, citing scientists who have little to no expertise in the particular
field of science.
C 1d INCIUC [ 10CLOrs, mecnanical engineers ana corr '

Core fact communicated
in headline

Core fact reinforced
in opening paragraph,
fleshed out with additional
details.

Core fact reinforced with
infographic

Explicit warning
cueing reader that
misinformation is coming
and indicating the nature
of the misinformation.

The myth

The gap created by this
debunking is how can
there be a consensus
if 31,000 scientists

> dissent? This gap is filled

by explaining that almost
all the 31,000 scientists
are not climate scientists.

Credit: The Debunking Handbook



